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Incident Reporting Policy

1. Objective

e The policy Is established to serve as framework and guidelines for all employee in the Regional
Container Lines Public Company Limited ("RCL") on reporting the incident in business and
operations to Risk Management Committee (RMC) and relevant management. It is to ensure
that the details of the incident are reported correctly and completely, and the incident is
properly monitoring.

«  The policy covers the incident reporting concept, workflow, and criteria only while the incident
management or handling is still proceeded as per defined in the incident management
procedure or practice of each business area (e.g., RSM and IT).

«  The standard incident reporting workflow attaches in this policy is defined in line with existing
incident reporting process of the business and operations where already the such procedure is
in place.

2. Definition
2.1 Company: It is Regional Container Lines Public Company Limited ("RCL")

2.2 Incident means an unexpected event in business operations that has had or could have had
a negative result, impact or near miss on Financial and/or non-Financial (impact on company
reputation, compliance, customer, health & safety). It occurs from internal factor which is
about lacking of, inadequacy, error in internal processes, people, systems, and external
factor/event, including incidents arising from errors in of the vendor or external service
providers. Incident is also including the event that has had or could create a legal risk (non-
compliance) but exclude the strategic risk and reputation risk.

2.3 Incident Reporting means the method of recording any incident within a company to
encourage the risk owners to find the systemic solutions (root cause solution). This can be a
lesson for the company to prevent the recurring of incident in the future.

2.4 Risk Management Committee (RMC) means a group of appointed management who Is
responsible for providing the direction and guidance, overseeing, managing the ERM, including
decision making on the matter related to ERM.

2.5 Incident Owner means the process owner where the event occurred and/or Groups,
Divisions and Departments that cause the incident and has a responsible on managing and
implementing corrective and preventive action to prevent the recurring of incident in the future.

2.6 Risk Champion means the risk management representative/leader who works under/direct
report to Incident Owner (Head of Group) and RMC on incident reporting and coordinates with
another Risk Champion on sharing incident information and supporting incident management,
If required.

2.7 Incident handling team/Responsible team means a team who handles or manages the
incident. It is considered as a First Line of Defense who manage the incident or the unexpected
event.

2.8 Incident Status - Open means the state of the incident that the corrective actions and
preventive actions have not been completed yet.

2.9 Incident Status - Closed means the state of the incident that the corrective actions,
preventive actions, recovery (if any) have been completed.

2.10 Impact means a consequence from the potential event or risk that affect to the company in
term of financial impact or non-financial impact (such as law and regulator, company

reputation/image, operations, health and safety, customer/dealer, etc.).
2

127735 Nonase Road, 301h Fioor, Panjaihent Tows:, Chongnonsse, Yannawa, Banghkok 10120 Thaland Tel, (02) 2661096.67 Fax - (02) 2061008



USun 918 3 noa o (UHU)

Regional Container Lines Public Company Limited

3. Scope

This Policy applies to the managements, and employees In the company In terms of incident
reporting. It means that all employee has a responsibility to report and escalate the incident occurred

to supervisor or reporting line for properly managed before the Risk champion reports/updated the
incident to Risk Management Committee (RMC),

4. Role and Responsibility
4.1 Incident management team/responsible team (First Line of Defense)

(1) Provide information and provide notification of the incident occurred to direct supervisor
and/or designated person of each business operations.

(2) Manage the incident to ensure that the incident and impact are under control.

(3) Provide corrective action and preventive action as per required or assigned by Incident
owner.

(4) Support Risk champion of information regarding the incident occurred.

4.2 Incident Owner (First Line of Defense)

(1) Direct supervise on incident management and receiving incident report and update.
(2) Monitor incident management on both corrective and preventive actions.
(3) Escalate key and additional issues regarding the incident to RMC for further discussion.

4.3 Risk Champion (First Line of Defense/Second Line of defense as assign by RMC)
(1) Gather information and report the incident to RMC as per defined criteria of incident
reporting.
(2) Share-and report the incident information, progress, status to another risk champion for
further action or support.

(3) Coordinate with Incident management team/responsible team on incident management.
(4) Follow the progress of incident management and update to RMC as per required.
(5) Gather and/or provide full report of incident before report or update to RMC.

4.4 Internal Audit (Third Line of Defense)

(1) Provide independent assurance for the governance, process, and internal control
processes in term of the control design and effectiveness

(2) Evaluate and provide recommendations for improving the effectiveness of the governance,
process, and internal control

4.5 Risk Management Committee (RMC)
(1) Determine and review Incident reporting policy,

(2) Review and approve the criteria of incident report (Immediate-preliminary report, Under
control-preliminary report, Full report)

(3) Supervise the incident management

(4) Oversee and review the recovery plans and action

(5) Promote the inddent reporting awareness of company

(6) Supervise/ Support the mitigation plan proposed by the incident owner.

3
127135 Norwes Road, J0th Fioor, Panjetien Towsr, Chongransss. Yannawa, Banghos 10120 Tiekend Tal (02) 2061006-87 Fae - (07) 2961068



usuEn 918 3 nva Na (UHU)
Regional Container Lines Public Company Limited
5. Content

5.1 Standard practice
The scope of the incident reporting policy Is to emphasize the fundamental principles and
operational workflow of incident reporting, with the objective of ensuring that incident
information is accurately and comprehensively documented and communicated in a timely
manner, in accordance with established criteria, to the relevant management and the Risk
Management Committee (RMC) for appropriate notification, monitoring, and decision-making.

Accordingly, incident management and handling shall be conducted in alignment with the
established procedures or prevailing practices specific to each business unit or operational
area, in accordance with the stated objectives of policy such as;

1. Incident management of IT (P-IT-12 Incident Management Procedure)
2. Incident management of RSM (Safety Management Manual)

3. Incident management of RSM (Standard Procedure on Emergencies Contingency
Procedure)

As the aforementioned procedures also address the incident notification and reporting
process—currently escalating incidents only to the Head of Group level—the incident reporting
workflow outlined in this policy has been designed and developed in alignment with existing
practices referenced In those documents.

The aim is to establish a standardized reporting framework applicable across all business
operations within the Company, ensuring that incident escalation and reporting reach the Risk
Management Committee (RMC) for appropriate oversight and decision-making and Risk
champion of another group for impact assessment or notification and further actions.

5.2 Reporting process and steps
While the responsible team or incident management team addresses the event, the incident
must also be reported to the Risk Champion of the respective area.
This enables the preparation of a preliminary report to be submitted to the RMC. The incident
reporting process consists of two key components:

Preliminary Report: This initial report must be submitted to the RMC within 24 hours, or
within 48-72 hours depending on the availability of primary or mandatory information, as
defined by the reporting criteria.

Full Report: A comprehensive report is to be submitted during the RMC's quarterly meeting.
This report must indude detailed information such as root cause analysis, actual impact,
corrective and preventive actions, recovery plans, and current status.

The incident reporting workflow, defined as standard practice for the whole business
operations unit in the company on incident reporting in case the incident occurred in their
business operations area In the Company.,

Remark: Please see appendix 6.1 for the Incident reporting flow
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5.3 Reporting criteria
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The type of incident reporting is determined by both the status of the incident and the time
elapsed since its occurrence. The reporting types are categorized as follows:

Raporting Type Raporting Component  Timeframe After Incident  Incident Status  Submission Methed

1 Irmeradbatn Roport Prukerinary Report Withn 34 hours Dypar Errand

1 inder Contral Repart  Drederinary Report Wahin 24-72 hours Cipen Errupd

3RMC Mesting Report  Full Report Crsarterty (o schmduled) Opeen or Ol Masstang presartaten o
detiamert sbmeeon

This classification ensures timely and appropriate escalation of incidents, enabling effective
risk oversight and decision-making by the RMC.
iteria and cx jon for the incident reporting
« Immediate Prelim Report - within 24 hours
o Property, Asset, Financial Impact (> US$100K)
o Operation Impact (Delay over 6 hours)
o Business System downtime (More than 4 hours)
o Data Leakage (Referred PDPA)
* Under Control - Incident Prelim report within 24-72 hours
o Financial Impact (< US$100K)
o Operation Impact (Delay 2-6 hours)
o Business System downtime (Within 2-4 hours)
o Data Leakage (Referred PDPA)
« Full report in RMC scheduled meeting
o Not in above-mentioned impact.
o Recovery plan/action
Remark: Please see appendix 6.2 for the Incident reporting criteria figure and more details
5.4 Incident report template

The standard incident report template is developed and designed for all Business unit for
incident reporting. This template is available for both “pre-liminary report” and “Full report”.

In case of the details to present full report to RMC, Business unit may follow the group or
department’s direction.

Remark: Please see appendix 6.3 for the Incident report template
5.5 Incident recording/ summary

Risk Champion Is responsible to record incident occurred in their business operation area as
per defined template. The record must be available for annual analysis of incident and used
for the risk assessments,

Remark: Please see appendix 6.4 for the Incident report summary
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6.2 Incident reporting criteria figure
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6.3 Incident report template

RCL RCL Incident Reporting Form
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6.3.1 Mandatory item for preliminary report

RCL RCL Incident Reporting Form
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